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Purpose e Evaluate the effectiveness of design for internal controls
over financial reporting related to departmental financial
statements.

Key Activities ¢ Perform Risk Assessment

¢ Assess Process and Sub-Process Control Design
Effectiveness
¢ Assess Entity Control Design Effectiveness
Required Templates e AART Toolkit
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The Documenting phase has been completed to document Entity Control Areas,
Processes/Sub-Processes, and associated Risks and Controls.

The Evaluating phase will now be completed by the Site Assessment Team or its
designated representative(s).

Y A. Risk Assessment of Processes and Entity Controls

1. Refer to the AART Toolkit — PCS-Assess and ECS-Assess worksheets and
rate and record the Likelihood* and Impact for each documented risk at
the sub-process level as H (High), M (Moderate) or L (Low).

&

“What is the negative impact if this control does not work effectively?”

Likelihood Impact
High Probable occurrence High Considerable impact on
financial statements
Moderate  Possible occurrence Moderate Some impact on financial
statements
Low Negligible occurrence Low Does not impact financials
statements much.
: 2
Figure 1
AART: PCS Assess o o sl  EXample of Impact
Site LLNL Funds Mot 2 -
Attester Dean Childs s FenT Risk Factors: bt |
Implementer rd Geller ] cost ot = Loss of Productivity ot
Date Updated [Febmuary 22, 2005 nsurance g | . b
- Lack of Credibility
Miake sure the active cell is in the input section frees]
Beiow row 13) to use the Jusert Row and Delete Row
fanctions. T T =T [Benetts
\ 1
Control
P::D:;Sj Frocesses Sub Processss ~ Risks oot Impact Cortrols = TC;:'E - Fcrr;“v E'l'azsg‘:v Teit ‘HE;:';:";
[Fzr Acquisition Creste Recuisition Person creates a redquistion for an unaLtl M Automatic workilow approval process in place. At R
ALt Reguisition automatically routed to nesxt level in
oroanization. Prepopulated table of authorized
amourts is checked.
P2p Acquisition Apnrove Requisition ttem requested is ng overnment use Automatic workflow approval process in place. Aut R
Requisition automatically routed to next level in
organization. Several levels of approvals are
H H ired, therefore the likelihood of thi
Example Of LI kel IhOOd :mf erefore the likelihood of this occurance
- d o it bsolet il ci it It d i i b M R
: oty i e st Btk -
Risk Factors
goods andior services

- Actual practices do not
reflect documented policies

- Misunderstanding of
responsibility and/or

accountability

ECS- PCS-Assess =

Asiffssment Team / Field Office - Site Acronyms  /

! Likelihood and Impact as adapted from the COSO Framework.

2 Most screen shots reference the PCS-Assess Worksheet, though the columns are the same for both PCS and ECS-Assess

Worksheets
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2. Based on the input of Likelihood and Impact, an overall risk assessment
will automatically be populated in the Risk Assessment column:

@ The overall risk assessment can be used as guidance in the testing and remediation
phases to prioritize follow on activities. Ratings are suggested, not final.

Figure 2

AART: PCS Assess 30 (General Leciger Momt & Travel
Site LWL Funds Mgt v Revenue
8
Attester Dean Childs i FEWT =] Receivable Mgt
Implementer Ard Geller = Cost Mamt nPruject Cost Mgt
Date Updated [February 22, 2008 Insurance é Property Mamt
Seized Property M
Wiake sare e active cell is in the inpurt section = Humen Resourees
{@efow row 13) to use the Jusert Row and Delete Row H Payrol
fawctions. = Bencits
e Risk Coriral
P Livel crtl crti Control
105835 | Processes Sub Processes Risks VS il |assess Controls " | bson |rest| oM
Cyel hac Type Fre Inetficie
- -~ - | " N ¥ mew - | "Cx|ettectv| w -
2P [Beousiion Crevie Requistion Peron crestes @ requisiion for an unadihorized | M W | Sulliiic workflow approvel process in place. & R
mourtt e ition automatically routed to nexd level in
orgfization. Fr table of authorized
amcflits is checked
PP [Acoustion Approve Requistion o requested s ot for government uss B fhatic workllow approval process in place. A R
Reoffsition automatically routed to nesd lsvel in
orafization. Several levels of approvals are
= ed, therefore the likelihood of this occurance
s
2P [Acouisiion et el Sourcing [ierral sourced flem is ohsolete and does ot W W |l sourcing s aperaved by supervisor in Wi R
comply with nevest reguistions sghrcing st manager of departmert requsting
ds andior services

4 b >I|\ Site AART / Rolup ABRT / ECS-Assess / ECS-Test Y PCS-Assess [ PCS-Test / AssQgsmenglTeam Field Office - Site Acroryerns. /)

The Following Table illustrates how
% Risk Assessment? is derived

Likelihood + Impact = Risk Assessment

Moderate

Moderate

Moderate

The color will automatically format based on the selection L (Green), M (Yellow), H (Red).

3 Risk assessment as adapted from the COSO Framework.
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* B. Evaluating and Rating Process and Entity Control Design
Effectiveness
1. Review the Risk Assessment Column and supporting documentation
associated with each control and rate and record the effectiveness of the
control design. A drop down box is provided for selecting the ratings.
The following rating scale is used to assess effectiveness of controls. Throughout the
%} phases these ratings will be applied to sub-processes, processes, and entity control areas.
The attester will review these ratings and supporting information in order to formulate the
appropriate Field Office Assurance.
You may see some Processes and/or sub-processes with a status of “2-Initial Remediation”
in the Control Design Effectiveness column. These do not require an evaluation at this
time.
Control Design and Assessment Ratings
2 Imt'.al. Controls ineffective and in remediation.
Remediation
b Material Reportable condition, or combination of reportable conditions, that results in more than
O a remote likelihood that a material misstatement of the financial statements, or other
Weakness L " A .
= significant financial reports, will not be prevented or detected.
m
% A control deficiency, or combination of control deficiencies, that adversely affects the
m entity’s ability to initiate, authorize, record, process, or report external financial data
(@] Reportable reliably in accordance with generally accepted accounting principles such that there is
:' Condition more than a remote likelihood that a misstatement of the entity’s financial statements,
< or other significant financial reports, that is more than inconsequential will not be
m prevented or detected
Control deficiencies exist when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned
functions, to prevent or detect misstatements on a timely basis. A design deficiency
5 Control exists when a control necessary to meet the control objective is missing or an existing
Deficiency control is not properly designed, so that even if the control operates as designed the
control objective is not always met. An operation deficiency exists when a properly
designed control does not operate as designed or when the person performing the
control is not qualified or properly skilled to perform the control effectively.
Controls
6 Designed Control will prevent and/or detect misstatements as designed
Effective
Controls
7 Test Control will prevent and/or detect misstatements as implemented
Effective
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Figure 3

AART: PCS Assess B s General Ledger Mgt E Travel
Site LLNL Funcis Mamt 5 Revenue
8
Attester Dean Childs il FERT o Receivabls
Implementer Ard Geller = Cost Mgt ‘Prmem co
Date Updated Februan 22, 2008 Insurance § Praperty i
] Grants Seized Proy
Miake sure the active ceil is in the input section s Hurman R
Beiow row 13) to use the isert Row and Defete Row &
functions. =
ISk Contral
Froeess | processes Sub Processes Risks e pact |assess Cortrols i il IR
Cyel hoc Type Fre, Inef
-~ - - - -~ | mev - - Effect =
F2P |Acquisition Create Requistion Ferson crestes a requisition for an unauthorized W ™ M |Automatic workflow approval process in place. AUt 5
amourt Fequisition automatically routed to next level in
orgenization. Prepopulated table of authorized
smounts is checked. .
F2F |Acquisition Approve Requistion tem requested is not for government use B Sutomatic workflow approval process in place. [ G
Fequisition automatically routed to next level in
organization. Seversl levels of approvals are
recuired, therstors the likelihood of this occurance
is o,
PP |Acquisition Internal Sourcing Infernal sourced dem is obsalele and does not [ [rternal Sourcing is approved by Supervisor in Wan R 5
comply with newwest regulations sourcing and mansger of department requsting
oot sndior services
o » wf\ Site AZRT £ Rolup AART [/ ECS-Assess £ ECS-Test ) PCS-Assess ¢ PCS-Test / Assessment Team A Field Office - Site Acronyrms / V
2. Once the control effectiveness has been rated, the AART Toolkit will
%} In some cases, you may be able to immediately identify a mitigating control to offset
controls you have just rated as not effective. In this case, refer to the remediation guide
for instructions on how to handle this in an expedited manner.
AART: PCS Assess [ IS General Ledger Mot g Travel
Site LLNL Funds Womt m Revenue
8
Attester Dean Childs o FEWT < Receivabie Mamt
Implementer Ard Geller & Cost Mgt Project Cost Mot
|
Date Updated Februan 22, 2006 insurance 8 Property Momt
Grants Seized Property Momt
Make sure the active cefi is in the input saction Loans = Human Resources
Baiow row 13)to use the hisert Row aud Dalete Row Acquistion H Payral
functions. invertory higmt = Benatits
Fayahle Wgmt
r 4
FRisk Cortrol
hrogess Processes Sub Processes Risks M e e Cortrols o Cl o e [ e
Cyol hoc Type Fre Ineffici
- - - > "] | mew - | "vlettectv| - [ Fed v
PR A coisition Create Requisiion Person creates a requisition for an unauthorized M M M | ®itomatic workflow approval process in place At R B Ho
amount. Requisition automatically routed to next lewel in
organization. Prepopulated tade of authorized
PR A coisition pprove Requisiion ltem requested is not for governmert use 7 & domatic workilow approval process in place. At R B Ho
reguired, therefore the likelihood of this occurance
is lovy
3 A couisition Internal SoLrcing Internal sourced ftem is obsolete and does not M Internal sourcing is approved by SUperisor in Man R 5 yes
comply with newest regulations sourcing and manager of department recusting
goods sneior services.
4 » wly Site BART / Rolup AART / ECS-Assess / ECS-Test % PCS-Assess / PCS-Test / Assessment Team z Field Office - Site Acronyms /.
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3. (Optional) Determine and record if a control is inefficient using the drop
down box provided.
Figure 5
AART: PCS Assess B 5 General Ledger Momt & Travel
Site LLNL Funds Mgmt [ Revenue
Attester Dean Childs " FET El [ —
Implementer Ard Geller & Cost Mgt nPruJem CostMgmt
Date Updated Februan 22, 2006 Insurance ﬁ Froperty Mot
Grants Seized Property Mgmt
Make suve tihe active cefl is fn the input section = Human Resources
(Below row 13)to use the Msert Row and Defete Row H HPayro\l
functions. Benefits
= Risk
P'gcefs Processes Sub Processes Rizks :‘keﬂ Impact |Assess Cortrals Tcm\ IC'D;.'I'DI_A jm
ycv hd A Dcv v | me1vw - vpe hd hd A Ic‘ev Req' v
P2P (acouistion Create Requistian [Ferson creates a requisttion for an unauthorized M M M |Automatic workflow approval process in place. At Ho
[ amoLirt. Requisition automatically routed to next level in
organization. Prepopulsted table of authorized
amourts is checked
P2P Actuistion mpprove Requistion Item recuested is not for government use Automatic: workflow: spproval process in place Aut
Requisition sutomatically routed to next level in
organization. Several levels of approvals are
reguired, therefore the likelihood of this occurance
is lovwy
P2p Acouistion Internal Sourcing Internal sourced item is obsalete and does not M M M [Internal sourcing is approved by supervisor in Man wes yes
comply with newwest regulstions sourcing and manager of department requsting
oo andior services. -
4« » w] Site A8RT / Rolup AART / ECS-Assess / ECS-Test ' PCS-Assess / PCS-Test / Assessment Team [ Field Office - Site Acronyms /.
@ A control may be effective, but may be inefficient. For example, a control may require a
lot of manual intervention which could be automated in the future. This field can be
used to identify process improvements for the future.
4. Summarize the rationale used to determine the Control Design
Effectiveness rating in the Evaluation Rationale/Comments column.
Figure 6
|AART: PCS Assess mmm oo Fe—Tp—— % —
Site LLr [Furds bt " iz
[ Attastar [ean Chilas FauT 3 = acemvasis Mgt
| ard etier | st omt [Froect Cost gt
Thate Updated [Feorssry 22 008 rmaercs 3 ropersy Mgm
Gt | I
oo 20 s e e et B = ﬂ._(g_:'" > e
famclioms. H rvertory Mgl = it ,
npakie Mgt y 4
P pesssas . semesss e & ::j[mwl AE\E:\ cantrois . -?:- - Ic':]‘ EI.';E.' ,,:Y .:::,:‘_' L cx.‘ vt Pl |
&3 [ Acopaition g @ roqislon o ] C] M Autornadic work fire spprival process in place. Al R [ | Aadormalion i desigreed wol and i soture
ot stomaticaly rouked 1o resd levelin
o panization. Prepopualed bable of suborized
&3 [ Acopmition for m‘::\'l::' pprival process i plee, Al R [
S
o ganization. Seversl krvels of spprovals e
kil ol I
I~ e el e ieerT e SRR e e T D
gy with rereesd reguielions wonrcing end manager of deparrend requaling
e
| L1
[+ WD\ it AART / Rokp MART [ ECo-Assess f BCo-Test ), PUS Assess / PG Tast / Assessrent Team / Fiek Office - Site Amrorms /. L«l |
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5. Summarize the overall Control Design Effectiveness for each Process or
Area Assessment field based on professional judgment weighing the
Control Design Effectiveness results for the associated sub-processes /
sub-categories and controls (refer to section B.1 for explanation of
ratings).

Assign the appropriate number (rating) in the Assessment fields using the
drop down box.

Figure 7

[AART: PCS Aszess o= g Gentral Ledger Mot
Site LU Funds Wt
Attestes Dean Chisds - FEMT i
Ard Gietine = ot Migerd 5
[Date Updaind Frbruiey 32, 3006 insrsnce .
e ] setevemiee] ooty B .
Wixke sure the active cell is fa the fuput section LOans
(@edow row 13} to wee the dnvert Row awd Defete Row = [ Aapasdion ol
Tumctions, & rveriory Wi 4 X
=) Control .
P':;f’ Processes Sub Processes Risks rl;::“ it [Assens) Controls % sl
- - R - hd | maw - bl wiCttectw| W | Heg'w Comgl w |
® [Roguistion Create Feisiion et Tor M| M| M [Auomec workliow sproval process in place. ok 3 [ Fadom
nemiand [Frenuistion automatioally roues to e isvel in
ceganization Prepogudste table of naeizec
| Smounts i chacked .
4 [ ACquistion [ Approve Requisibion [beim requested s not Tor government use | Automaic workTiow spprovel process in place. Bt R Mo
Fevuistion sdomaticalty roued 1o resd level in
oryarization. Several levels of approvals e
Frauined, teretore the Barihood of this oocLennee
i b
4 | Acquistion intermal Sourcing intermal sourced bem I3 obzolete and does not Ll L] M [internal scurcing is approved by superisor in an R ] es yes
compty with newsst reguiations $0urcng ond manager of depatment redusting
|iporass anuir servaces.

W v wl Site ASRT / Polp ASRT [ BCS-Assess / BCS-Test 4 PCS Assess / PCS-Test / Assessment Tesm J  Fied Office - Site Acroryms [/

6. Enter the location of the document explaining the rationale used to
determine the rating.

Figure 8

[AART: PCS Assess [ — N
site Lin
Artester [Cesn Chigs
Aed Geller
st upasied F
Wiako sare the active call s in the inpat section
(e row T1j o see the reart fow and Defete Sew
famclioms.
rocess - rm Evahasion Supporing Doounertaton
| S Processe L GCentrets | = pridim o| s
F [memasten P B e ey Sl prOESS 1 T Ak EETEp—i— e "
Pequistion sulomatienly 1outed b e level OMEA1Z fokder
organasion. Frepopusied fable of miharized
F= [memaseen [Rerove Foauston wortora e, A R e
sukometcaby rouesd s resd level
e
e, rereire i Bl ol thes v orece
= e P whatrg P ) ey 0 3 T
souairng and managns of deparirmend recasting
s sncikr services
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7. For the Entity Control Evaluation, an Overall Control Assessment must be
determined.
Rate and record the Overall EC Control Assessment based on professional
judgment weighing the Control Design Effectiveness results for the area
ratings.
Figure 9
AART: ECS Assess w5, Overall Accurance ‘ . -
Site LML .
Attester Desan Childs \ -
Shoshi Geller Contral Environment L 6
Date Updated February 22, 2008 Control Activities 6
Duplicate Row Information and Communication 5
Make sore the active cellis in the input section Risk Aszessment §
fhefow row I3} (o vse the Iosert Row and Delete Row THlonitoring 5
Lfonetichs.
el Riizk. Control "
Cycle Area Sub-Category :'“"' Impact | Assess Contrals TC"" C"‘l Ds;n Test CD”"”'_ Jwed““m”ma”
e ype Fre: Inefficier: ————
- - hd - »| mew - hd w | Eifetw| w| Feqw Compl W
EC Control Environment | Intearity and Ethical Yalues S M L | Fequired yearly ethical conduct awareness program, Man A & No 9854 retul
Signed certificate of participation by employee.
EC Control Environment | Commitment to Competence Annual validation of skillz of emplayee to the Job Skill an A 3 No
requirements, Yalidation of skills prior to any transker of
an employes to a new position.
[« » s Site BART £ Rolup AL PCS-Assess / PCS-Test / Assessment Team 4/ Field Office - Site Acronyms /

@ Surveys can be used to determine the Entity Control Effectiveness ratings.

8. The Site AART tab in the AART Toolkit is automatically populated with the
process and overall entity control assessment ratings. In doing so, it
distributes the ratings to the affected accounts.

Figure 10

AART: Site T
Site [Lawwvrence Livermare Mational Lak ALRT Type] Site |
Attester [Dean Chids Site Codes| LLNL |

P2A

Ratinﬂ

]
i

General Ledger
Funds Mgmt
Irventory Mgmt
Fayable Mgmt
Froject Cost

Insurance
Acquisition

Fropert;

Process C

Acct

lance Sheet

Intragovernmental Fund
Eialance with Treasurny

T @ [ Feetior T
o

Intragavernmental Investment
Intragovernmental Regulatary

Assets
‘Accounts Feceivable, Mt Ty =
Muclear Materials 5 P 5 /

Strateqgic Petraleumn and
Mortheast Home Heating Oil

Feserve
General Property, Plant and [ [

Equipment.

Fiegulatory Azsets

Other non-intragovernmental Fe:
4 0 i 0

azzets e

Intragovernmental debt

[intrage appropriated | |

[ |
4 » ]\ Site AART / Rolup ABRT J ECS-Assess / ECS-Test / PCS-Assess f PCS-Test / Assessment Teamn /  Field Office - Site A
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9. Once all affected accounts have been rated, assign an overall Rating for
the Site / Field Office/ LPSO using professional judgment.

Figure 11

AART: Site I
Site [Lawrence Livermare National Lak ABRT Type| Site |
Atte Site Codes|LLAL |
Rating | 5-Control Deficiency JJ - B2C P2P Qz2c P2A
2-Initial Remediation £ 5 £ &
3-Material Weakness = ) E i =] 2
E 5 o
2 : |z s e lEfe
M z " w 5 = 2oalleal BllE alles
ElE = | 2| 2| 8 = E BElEE 2R ElE
7-Control Tested Ef 2 S| £ |5 |8 B L g Flas| & (4|2

E Process Cycle

@ se |d
= 2% Ole o=
] s 2o (a s |a|s(E
& =6 |slo|d (8|58 |w
Balance Sheet

Intragouvernmental Fund - e

Etalance with Treasurny

Intragovernmental Investment
Intragovernmental Regulatary
Azgets

Accounts Receivable, et

Muclear Materials 5 & 5 n

Strategic Petroleumn and
Mortheast Home Heating il
Fezerve

General Property, Plant and i A
Equipment 9 & 6 o

Fiegulatory Assets

Oither non-intragovernmental
azzets

Intragovernmental debt
| Intrago | appropriated

| el =)
4« » ]\ Site AART / Rolp AART / ECS-Assess / ECS-Test / PCS-Assess / PCS-Test / Assessmnent Tearn /  Field Office - Site Acr
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C. Update the Rollup AART

@ REQUIREMENTS
This step must be performed by the Field Office or LPSO Assessment Team lead.

Field Offices and LPSOs have different processes for FY 2006.
Starting in FY2007 the rollup process will be the same

FIELD OFFICE ONLY

1. Starting in cell Y9 of the Site AART, copy all of the automatically populated
ratings for the accounts and process cycles. (Cells Y9 through AE51)

Figure 12
H - &
A B | o FHEINFEEE |EEEEN
1 |AART: Rollup I 50 . .
Kansas City-Rollup Kansas City
5 |Kansas City
ite ite- ite-
3 |Si Kz Site-KC Site-KC
4 Attester| Dieninis Martinez
5 Overall Assurance
g
7 Material Account Acct Status
T [Balance Sheet
Intragovernmental Fund Ealance with
Gl Treazury
U Intragovernmental Investment
11 Intragovernmental Fegulatory Assets
2 Accounts Receivable, Met
3 Muclear Materials L] n ] u 1]
Strategic Petroleum and Mortheast
14 Home Heating Oil Rezerve
Gen.eral Property, Plank and o o o
15 Equipment
B Regulatary Assets
17 Other non-intragovernmental azsets
g nitragouernmental debt
I | dib
Intragovernmental appropriated
19 capital owned
ZU Accounts Payable L1} u 0 u 1]
Z Diebt
22 Dieferred Fevenue and other credits
25 Environmental Liabilities
. . M.
W 4 » »y Site A4RT % Rollup AART { ECS-Assess { ECS-Test / PCS-Assoss ineRaSesmiwsssoment T
5 " L]
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2. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the Field Office AART), find the correct
predefined Site or Field Office section and select the first cell of the
Material Accounts listing (for example, cell AF9 for KC).

Figure 13
— e o om =
AF9 -
A E \ € FlolJIM[ P [s]v]Y] 7 A8AEACADAEARAGAH AIlAJAHALAMANACAR
1 |[AART: Rollup . Mational Muclear Mational Muclear ) Lawrer
Security Security Kangas City Livermare b
2 National Nuclear Security Administration Administration-Rollup|  Administration Lab
5 |Fo MAFC FO-MAFO FO-MAFO KC LLML
4 Attester] E. Dennis Martinez
5] Overall Assurance
=l - [=] o o
Ole o (= = =
= g O o] g O (e o] g oo
7 Material Account Acct Status z] HWEWEW ﬂﬂﬁ JHW&W& FRIEIEIRIZIZEIEIEIZRIEIE
Balance Sheet
g
Intragovernmental Fund B alance with 0 0 0 v
g Treasury
Intragovernmental Investment
0 g
Intragovemmental Fegulatony Aszets
11
2 Accounts Fleceivable, Met
13 Muclear Materials [] [ []
| 15|
Strategic Petraleum and Nonheast
Hame Heating 0l Feserve
14|
General Praperty, Plant and ) v
15 Equipment Navigate to the || |
[ Fiegulstory Assets correct cell in | |
i Y
17 Other non-intragovernment al assats the Site/FO
g Intragovernmental debt block.
Intragovernmental apprapristed
capital owned
19
20 Acoounts Payable 0 [ [
21 Diebt
| <! |
) ] ] ]
22 Dieferred Fievenue and other credits
23 Enwironmental Liabilities [] (A oo Y
| <3 |

n a
W 4 v wy Ste 82RT ' Rollup AART / ECS-fAssass f ECS-Tast / PCS-Assass f PCS-Test f Assessment Team 4 Field Office - Site &

— s . . [ ——

SPECIAL ATTENTION REQUIRED

@

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).
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3. Paste Special the results as follows: Go to Edit —= Paste Special and
select the values radio button. Click OK.
Figure 14
] Eile | Edit | view [rsert Format Tools Data Window Help
EEE=E |-:-:--uxv2.'i.uﬂu‘s'b =@, 1E ]
amn s G4 Ctrl+X g End Re "
n B O Clrl+C T e
i B crie i v |=EmEx, 24jee|n oA Paste Special PIx
A8 pate Cirl+v [ JFLCIIIML P ISV Y] Z PAREACACAEARAEAD AAIARAL Paste
AAR Mational Muclear Mationsl Muclear Y S— Crall
; ,‘,..i:.:l Ife:steﬁ‘ndd v L. i | e oo o O Eormulas O all except borders
8- | '['-Ir'ﬂ | B ———— — o= © ol wikhs
i . e () Formats (O Formulas and number Formats
:T]: Deleta... ::e — [ (O Values and number Formats
DQ"r_‘tC Mt 9 | O & |4 =G eration
(| e EGHBGEEERRERELIRREE] [z o
1 # Fird... Ciri+F “ O iadd O Divide
qﬁ_—‘ Lirks... ! | H O Subkrack
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4. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells Y5 through AE 5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
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LPSO ONLY

5. Starting in cell F9 of the Field Office AART, copy all the automatically
populated ratings for the accounts and process cycles. (Cells F9 through
V51)

Figure 15
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6. Navigate to the Rollup tab of the workbook that will consolidate the data
for oversight purposes (i.e., the LPSO AART), find the correct predefined
Field Office section and select the first cell of the Material Accounts listing
(for example, cell AF9 for NNSA).

Figure 16
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@ SPECIAL ATTENTION REQUIRED

It is critical that the “Paste Special” functionality is used and that just values are pasted
into the Rollup AART (see below for details).

7. Paste Special the results as follows: Go to Edit —> Paste Special and
select the values radio button. Click OK.

Figure 17
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8. Repeat steps 1-3 for the Rollup Overall rating
a. Copy cells F5 through V5 from the Site AART Rollup.
b. Navigate to the appropriate cell block for that Site in row 5.
c. Go to Edit -> Paste Special and select the values radio button.
d. Click OK.
D. Update the Implementation Plan
1. Document the results of the evaluation activities performed
2. Review Implementation Plan for accuracy
3. Make and track necessary changes
Major changes to the Implementation Plan will need to be reported in the Quarterly
%} Report.
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REFERENCES
See CFO A-123 Website for suggested reading material:

OMB A-123 Appendix A

CFO Council Implementation Guide for OMB Circular A-123
Financial Audit Manual (GAO-01-765G)

DOE OMB Circular A-123, Appendix A, Implementation Plan
DOE Interim Guidance for OMB Circular A-123

FY 2005 Audit Report

FY 2005 Management Letter

ADDITIONAL INFORMATION

Refer to the CFO A-123 website which will be updated with latest materials including
tools, FAQs and additional reading material.
(http://www.cfo.doe.gov/progliaison/doeA123/index.htm)

DEFINITIONS
Word Definition
Attester The person who will be required to affirm the

authenticity of information for the LPSO.

Cognizant Secretarial | Headquarters Elements that provide significant funding
Office (CSO) to Field Offices overseen by the LPSOs.

Field Office (FO) Location where the Site Assessment Team manages the
A-123 Implementation for its Sites. Only the Field Office
provides assurance to the LPSO.

Headquarters Lead Program Secretarial Office or Headquarters

Element Business Program that is affected by the financial
reporting requirements of OMB A-123, Appendix A.

Implementer The person responsible for executing the activities to
support the Attester’s affirmation.

Lead Program Headquarters Element whose cognizance includes those

Secretarial Office Field Offices that are affected by the financial reporting

(LPSO) requirements of OMB A-123, Appendix A. These LPSOs

provide oversight activities to Field Offices that directly
impact the accounts determined to be material to the
Department's financial statements.

Process The highest level of sub-processes within a process
cycle.
Process Cycle An end-to-end sequence of events consisting of the

methods and records used to establish, identify,
assemble, analyze, classify, and record transactions.*
Site Unit of a Field Office including the Field Office federal
activities and its contractors (both integrated and non-
integrated). Predefined by Headquarters.

4 Adapted from the CFO Council Implementation Guide
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